Solicitation No: 2016-Q04
Firewall Purchase

EXHIBIT A
SCOPE OF WORK

1. Background
The Capital Area Transportation Authority (“CATA”) is the regional public transportation provider for the Greater

Lansing area. Specifically, CATA currently provides transit service to the Cities of Lansing and East Lansing, the
Townships of Lansing, Delhi, Delta, and Meridian, and Ingham County. CATA operates over 30 fixed bus routes and
demand-response services in the rural Ingham area, as well as in Delhi, Delta, and Meridian Townships and the Cities
of Mason and Williamston. CATA also provides a demand-response service designed to meet the needs of persons
with disabilities, called Spec-Tran. CATA provided 11.8 million passenger trips in fiscal year 2011. CATA's annual
Fixed Route mileage is approximately 4.1 million miles.

CATA's current firewalls have reached the end of life and are very outdated. These firewalls are the technology that
protects CATA from internal and external attacks. For the security of our network and data, CATA must now replace
the two (2) firewalls.

2. Scope of Work
CATA is requesting prices for two (2) PAN-PA-3020 to include the relevant licensing, or equal/like hardware/software
as described below.

3. Description

Palo Alto 3020 Firewall

Threat Prevention in HA for three (3) years on the 3020s
URL Filtering in HA for three (3) years on the 3020s
Wildfire in HA for three (3) years on the 3020s

Three (3) years premium support on the 3020s

The above items, including Part Numbers and Quantities, are more fully described in the Pricing Schedule, attached
hereto as Exhibit B.

4. Documentation Requirements
e The Manufacturer’s Technical Specifications MUST be included for each item submitted with your bid.
e The specifications provided MUST match the part number for each item submitted with your bid.

5. Ordering/Inventory
All pricing quoted shall be a delivered price. Delivery time is 45 calendar days after CATA'’s receipt of the signed
Purchase Order. Product delivery shall be to Capital Area Transportation Authority, Attn: Purchasing and Contracts
Department, 4615 Tranter Street, Lansing, Michigan 48910.

The FOB point is destination.
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